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Kurs pie ta strada?

* ES institlciju savstarpéja sadariba

Al e ES institlciju sadarbiba ar ES dalibvalstim

sektors

e Starptautiska sadarbiba, pieméram, ar G7 un
Pilsoniska Eiropas NATO

sabiedriba (CININIE!

* |leklaujosa pieeja
e Sadarbiba ar pilsonisko sabiedribu

Straptautiskie Eiropas

partneri | Parlaments e Sadarbiba ar socialo tiklu platformam




Problemas definésana

NEPATIESA INFORMACIJA

Nepatiesa informacija bez nodoma maldinat

DEZINFORMACIJA

Parbaudami nepatiesa informacija, kas radita un izplatita ar
noluku maldinat un nodarit kaitéjumu

ARVALSTU INFORMACIJAS MANIPULACIJA UN IEJAUKSANAS

Uzvediba informacijas telpa, kas apdraud politiskos, ekonomiskos
un sabiedriskos procesus. Sada uzvediba ir manipulativa,
koordinéta un ar iepriekséju noluku nodarit kaitejumu.



EUv

Arvalstu informacijas manipulacija BT
un iejauksanas

_ _ Ar
T Parsvara nav . v .
Kaitnieciska _ iepriekseju koordinéta
nelegala _
noluku

Gan valstis, gan nevalstiski spélétaji un to starpnieki




Informacijas manipulacijas
taktikas, tehnikas un proceduras




Starpnieku izmantosana

RT un Sputnik 2022 un 2024. gada

Sankcijas piemerotas 2022.gada marta

Sobrid, dazadas RT

Pareja uz aplikacijam, lai un Sputnik versijas

izvairitos no ierobeZojumiem

Parmainas un fragmentéacija divu

ir atkal brivi
interneta gadu laika pieejamas
Izmanto Krievijas Pievérs vairak uzmanibas
institucionalos un mazakiem, regionaliem un
diplomatiskos = vietéjiem kanaliem, lai raditu
o i mérkétu dezinformacijas saturu
soc.mediju kontus, k
lai izplatitu

dezinformacijas = 1
saturu Publicé video
mazak regulétas

platformas, piem.
Rutube un Odysee

Rada vairak sazvérestibas teoriju satura,
lai uzrunatau mazakas, bet lojalakas
auditorijas

Parsauc satelita signalu nosaukumus un

domeénus, lai izvairitos no sasaistes ar
@ sankcionétajiem kanaliem

Izmanto neskaitamus botu kontus, ka
ari autentiksus prokremliskas

dezinformacijas izplatitajus, lai R Publicé saturu

publicétu saturu socialajos tiklos, Telegram un

piem. Facebook on X VKontakte "spogulmajaslapas"

Aicina sekotajus izmanot

VPN, lai pieklutu blokétajam
saturam

izmanto dazadus sauklus, kas identificé
prokremlisko saturu Maina kanalu nosaukumus.
Pieméram, Sputnik Afrique
joprojam pieejams
lietotajiem




Doppelganger kampana

T Pyt 2 =« G UL = -

B s € 1A W ) e
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https://euvsdisinfo.eu/doppelganger-strikes-back-unveiling-fimi-activities-targeting-european-parliament-elections/




Legitimu mediju imitacija
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VicnaHCKMi XypHan BbINYCTUN 0BIOKKY, C OTCHLAKOA K
pekname ¢ 3eNeHCKUM - YEPHOM AbIPON, NOABUBLUYIOCH Ha
npownoi Hegene B Huio-Mopke. Miogeit Ha ynuue
M3PAAHO TOWHMT OT Hero.

Hagnuco Ha 06noxke rnacur: «Tako xe HaaoeANUBbLINA,
KaK ANKNUK (GOTO OBHAXKEHHOrO YNeHa, KOTOPBIM CNaMAT
Resywek, 6e3 ux NpocbEbi)».
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Source: https://euvsdisinfo.eu/1st-eeas-report-on-foreign-information-manipulation-and-interference-threats-towards-a-framework-for-networked-defence/




The Boston Times

Russian military investigators discover over 10 former
migrants evading military registration in Samara
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Zelensky purchases
King Charles' Highrove House

Source: https://euvsdisinfo.eu/building-a-false-facade/
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Faktu parbaudes un atspekosanas
Imitacija
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Screenshot of War on Fakes website with its latest
stories. (Source: War on Fakes)

Logically Investigations

Source: https://euvsdisinfo.eu/one-of-these-things-is-not-like-the-others/



Sazverestibas teorijas

SECRET LABS ENCIRCLING RUSSIA &
PRODUCING BIO-WEAPONS ARE AMONG
THE MOST COMMON PRO-KREMLIN
DISINFORMATION TROPES

More than a quarter of pro-Kremlin

OTHERS disinfo examples about bio-labs &

bioweapons collected by EUvsDisinfo,
target Ukraine.

UKRAINE

OTHER PROMINENT PRO-KREMLIN
DISINFO THEMES

LUGAR LAB CORONAVIRUS SECRET LABS !f;

ACCUSED OF ALLEGED CONSPIRACY
PRODUCING KILLER TO BE AN THEORIES HAVE
MOSQUITOES & AMERICAN BEEN PROPAGATED

BOTH BY RUSSIA
GENE MUTATIONS BIOWEAPON &% CHINA

DISINFO TARGETING UKRAINE

Ukraine is trying to hide the traces [T T .
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The US imposed an
agreement on Ukraine to
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Ukraine is testing viruses and Beqen
"

chemical weapons on its own citizens
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Kyiv has sent biological K
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The epidemic measles in Ukraine was caused by U.S..=="_ ‘“ \

laboratories that produce biological weapons "/:S"“
\ D\

Evidence suggests that the Ukrainian armed \/
forces are using biological weapons in Mariupol
Mass murder of Russians is being ]

prepared in secret laboratories
near Kharkiv

The US is forming a system of
military biological facilities
around Russia
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Kada is ES atbilde?




FIMI Rikkopa

Diplomatiskie méri Novérosana
Atribucija OSINT
Sankcijas Dalisanas ar informaciju
Starptautiska letekmes novértésana
sadarbiba Kopiga metodologija

Spéju stiprinasana
Politikas pilnveidoSana
Atbalsts NVO un medijiem
Medijpratiba

Stratégiska komunikacija

Eiropas mediju brivibas
akts

Ricibas kodekss

cinai ar dezinforaciju
Digitalo pakalpojumu
tiesibu akta pakotne




Regulari zinojumi

FIMI targeting
LGBTIQ+ people:
Well-informed analysis
to protect human rights
and diversity

Oclober 2023

HIGHLIGHTS

EEAS Stratcom’s responses
to foreign information
manipulation and
interference (FIMI) in 2023

May 2024

REPORT ON FIMI THREATS.

2 EEAS Report on
Foreign Information

Manipulation and
Interference Threats

A Framework for Networkec

January 2024

Operation False Facade:
Insights from a FIMI
Information Laundering
Scheme

April 2024

Doppelganger
strikes back:
FIMI activities in
the context

of the EE24

June 2024




EUvsDisinfo projekts 10 gadu garuma

Latest Articles

October 31, 2024

Brick by (crumbling) brick

Kremlin disinformation peddlers spare no effort to gush about the
BRICS Summit in Kazan, singing praises to Putin as the chief
architect of a new world order. Meanwhile, the contested election
in Georgia remains in Moscow's sights as it recycles old
disinformation tropes.

o Listen to this articie

Moldova on Moscow'’s mind

Moldovans voted narrowly in favour of having the EU aspiration
inserted in their constitution - yet pro-Kremlin manipulators
spared no efforts to influence the vote and to brand it a ‘crushing
defeat’ for President Sandu

October 29, 2024

Fifty shades of the Kremlin's ‘red lines’

Pro-Kremlin disinformation systematically props up Moscow’s 'red
lines’ trying to dissuade the world from supporting Ukraine, and
readily helps the Kremlin deflect and redraw these ‘red lines’ as
soon as the world sees through the deceit of them.

o Listen to this articie

October 24, 2024

Moscow’s anger and plan for Moldova

Moscow is smearing Moldova and taking a step further in lying
about Ukraine

o Listen to this article
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RUSSIASAYS Russia lies
TWANTS
PEAGE “
1 Russia wanted peace £ Moapte bnisthi. Uoraina. Yepowea © RussiaLies “Thisisa
TR ST Namartatan missi
b EUvsDisinfo @EUvsDisinfo - 25 Jun
« Here'sa handy review of pro-Kremlin #disinformation narratives targeting

the Summit on Peace in Ukraine, held in Switzerland on 15-16 June.
#DontBeDeceived by the Kremlin's attempts to hijack the peace narrative

euvsdisinfo.eu/the-kremlins-d...
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17 articles

Guest content

October 22, 2024
Rossotrudnichestvo in Africa: Propaganda and Soft Power

Cultural cooperation agency Rossotrudnichestvo serves as a front for the Kremlin's
African influence campaign, exploiting young people's curiosity and aspirations.

August 07, 2024

How Russian special information operations try to undermine
mobilisation in Ukraine

The Kremlin's information manipulation op i targeting Ukraini; ilisation
with disinformation to undermine public trust in Ukrainian authorities. Manipulative
anti-maobilisation messages spread on TikTok and Telegram often include a kernel of
truth to give more credence to the Kremlin's lies.

July 04, 2024

The Kremlin mobilises the church for war... for Africa

The Kremlin uses the Russian Orthodox Church to spread disinformation, weaponize
historical memory and conjure the perception of protecting ‘traditional values’
across Africa.

May 31, 2024

Manipulated voices: Belarus's disinformation targeting
Lithuanian democracy

Amidst Lithuania's 2024 presidential elections, a Belarus-linked information
manipulation campaign aimed to undermine candidates and erode public trust in
the democratic process.




Publiska dezinformacijas datubaze

Database @ s DISINFO: Baltic states provoking
a a ase DISINFORMATION CASE DETAILS R“SSia hy hUStillg flJI'Bign trﬂﬂps

Dutlet: yapolitic.ru [from 00:46:30 to 00:47208] |

| = ~
SUMMARY

Date of publication: januwary 16, 2024

Article language(sk Russian The Baltic states are beginning to provoke Russia in order to aggravate
Filters 17923 cases Show: | 2~ | sort: | Mewmmt v ) relations. A& German brigade has been sent there to defend the {Suwalki)
Counivies f regions discussed: LIthuanis, Lani, corridor [between Lithuania and Poland]. A scenario was drafted 10 years ago
that these troops should suppress an uprising of the Russian population in
Latvia. Such an uprising is being provoked now so that Russia intervenes and
clashes with Germans. But MATO will say that it has nothing to do with it

05.11.2024 m because it is Germany which is protecting Latvia.

Baltic states, Sweden, Germany, Russia
Country / Regian @ i List view BB Gridview
‘ TAGS:

Any

LI DISINFO: French secret services try to destabilise Russian prison system
o N ‘ RESPONSE
Dat= @ 04.11.2024 This is a recurring disinformation narrative from pro-Kremlin outlets accusing

MNATO member states of Bussophobia and_plans to attack Russia. This claim
was made in the context of Russia's full-scale invasion of Ukraine.

DISINFO: US preparing Europe to start direct war with Russia if Ukraine fails
d.mim.yyyy - de_mim.yyyy ‘

Tags

04.11.2024 The speaker probably confused Latvia with Lithuania because Germany and
Any - ‘

DISINFO: Germany Is not a real country and has no Constitution Lithuania signed an agreement in December 2023 on the permanent
stationing of approximately 4,800 German soldiers in Kaunas and Vilnius

beginning in 2024, The Baltic states have decided to invite Allied troops in

04.11.2024 arder to protect themselves from a possible Russian invasion because many
DISINFO: EU wants to subdue Hungary by replacing Viktor Orban with their Russian paoliticians have issued direct threats to the Baltic nations (see here

protége and here). Sweden plans to send an army battalion of 800 troops to Latvia in
early 2025.

The Alliance does not want war with Russia. NATO is primarily a political
‘] 7 9 2 3 organisation which aims at solving conflicts by peaceful means, but it can
resort to force under certain circumstances. Article 5 of the Washington Treaty
disinformation cases collected and debunked provides that if a NATO Ally is the victim of an armed attack, each and every
ather member of the Alliance will consider this act of violence as an armed
Our approach attack against all members and will take the actions it deems necessary to
assist the Ally attacked. Article 5 was invoked only once in NATO's history after
@ 23] o’ ﬂ the 9/11 terrorist attacks against the United States.

Identify

Monitor Document Respond




Kampanas

Neither Ukraine nor its supporters
threaten Russia’s ‘security interests’.
Russia’s Cold War mentality of dividing
the world in ‘spheres of interest’ is
deeply rooted in Russia’s belief in
zero-sum politics, not rules based
international order

Don’t be deceived
when the Kremlin
tries to deny
Ukraine's sovereign
foreign policy
choices

“The ‘war economy’

Ahtem S layev
|ukrAINE

Russia’s industrial output is largely driven by sectors linked to the
war, at the expense of consumer-related industries. War-related
sectors are booming while many civilian ones are either stagnating or
declining, missing out on badly needed investment and
modernisation options. Reminiscent of Soviet times, the Russian
regime is prioritising the production of weapons over consumer
goods for ordinary Russians.

#Shar

I
eYourLight

Jorge Dias
FRANCE
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EUvsDisinfo izglitibas platforma
IEIE UNDERSTAND

What is Disinformation? i

Fake news

- - - The Story of EUvsDISINFO
Disinformation o
Inaccurate, sensationalist, misleading information. The Propaganda and
Fake news term “fake news” has strong political connotations and is Disempowerment

woefully inaccurate to describe the complexity of the \nterview with Ukrainian Fact-

issues at stake. Hence, at EUvsDisinfo we prefer more ety i Ukrainian

precise definitions of the phenomenon (e.g.

disinformation, information manipulation). "Information War" is a Term Used
by the Kremlin to Justify
Disinformation

Propaganda

Narratives and Rhetoric of v
Disinformation

e Dot ston ™ WHAT IS DISINFORMATION?

And why should you care?
R Espo N n Pro-Kremlin Media Ecosystem ¥ ¥ =

Disinformation and Philosophy v Some would say that disinformation, or lying, is a part of human interaction. White

lies, blatant lies, falsifications, "alternative facts", propaganda has fallowed

TH'NK BEFURE YUU SHARE humankind throughout our history. Even the snake in the garden of Eden lied i

Adam and Eve!
No one wants to be the person who contaminates their m
friends’ social media feeds with conspiracy theories or

disinformation. Use this list to make sure you stay ahead of
disinformation!

Quiz

Disinformation is tricky. Test your resilience with our quiz to see if you can identify disil
and falsified content and if you know how to think before sharing things online.

Start Quiz
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